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1. Legal Basis for the regulations

Having perused Decree Law No.33 of 2006 on Qatar
Central Bank and Law 4 of 2010 on Anti-Money
Laundering and Combating Financing of Terrorism, Qatar
Central Bank has decided to issue the following
regulations to the financial institutions as defined under
Article 1 of Law 33 of 2006 in order that the financial
institutions make these regulations an integral part of
their systems and procedures aimed at controlling,
detecting, preventing and reporting of ML/FT activities.

These regulations are issued under the provisions of
Article 65 read with Article 5(12) of Law 33 of 2006 and
Article 41 of Law 4 of 2010 of Anti-Money Laundering
and Combating Financing of Terrorism. Any
contravention of the regulations shall attract the
provisions of Law 4 of 2010.

Claghaill il Gl L1

o pane oL 2006 dand 33 &8 (5 4 g pall e g ALY day
st AnlSa ()58 laaly 2010 dind 4 a8 5 ¢ 38l 5 (g 38 yall jlad
Clagdetll laal (538 sl Hlai i jmn 8 cla Y1 Jrsals J)saY]
O e 1 Balally oy plaill G 5 Alall il sall ) dga sl A0
adail e 1500 Y To Ja ladaill o2a 0 5S31 @lld 5 2006 4l 33 48
il gia s LIS 5 dasa ) dael ) Ledlel sa) 5 Alall il sall
Lo £V 5 GlaY) asad 5 J) ) Ju

O (12) 58 5 65 Balall alSal Can ey Cilagdeil) 238 < jaal N6
Al 4 85 ol (e 41 83ldl5 2006 4id 33 & ¢ HUIL 5 sall)
Jia s a oY) dasais J)sa¥) Jud 4adlSa 05l laals 2010
12010 Zad 4ad ) ()38 alSal 3kl Cilaglaill o3¢l Aillae & gaa

2. Objectives of the Regulations

1. To ensure that the financial institutions functioning in
the State of Qatar comply with the provisions of Law
4 of 2010 on Anti-Money Laundering and Combating
the Financing of Terrorism and provisions of these
regulations.

2. All financial institutions are under statutory
obligation of Law 4 of 2010 in addition to the specific
requirements contained in these regulations.

3. To ensure implementation of policies, procedures,
systems and controls for prevention, detection,
control and reporting of money laundering and
terrorist financing in accordance with the FATF 4049
Recommendations on AML/CFT.

4. To protect financial institutions operating in the State
of Qatar from being exploited as channels for passing
illegal transactions arising from money laundering,
terrorist financing and any other illicit activities.

5. To maintain, enhance and protect the credibility,
integrity and reputation of financial institutions in
the State of Qatar.

Glagledl) Calaa 2

AlSaly Hhd Ay & dlalad) dilall il sall o 530 e SH 1
Jasais JlsaY) Jut Andlla aldl) 2010 il 4 35 o 58
ilagleill 38 alSalys cila LY

Al 488 ¢l o) aY) Al alilegall A8 e iy 2
laalaill s3a A 53 ) 5l 323l cldlaiall ) 2L <2010

e dayl geall g Aadai¥) g Cle) jal) s cilubaad) Budat e S 3
G Y Jisais I sl Gt Adaiiil wia 5 LS 5 Jasia |
9+40 Sl Jeal) de gane ilpa g1l (885 clld 5 clgie & 30Y1
Y dasais JIseY) Ju AadlSa Joa

LedDlaia e (pe kA g0 3 ALalell L) lilsall Blan 4
Jsa¥) Jue (e il de g pia e O llaa el ol g€
Aoy e e s Al il gy Dla Y dasais

ok A g 8 Al Ol sall Arans s 380 30 A8l Alea s a3 5
Lo diladll

3. Definitions

Without prejudice to the definitions given under Law 4 of
2010 on AML/CFT, the following words and terms have
the meaning as assigned to them, unless indicated
otherwise by the context.

cliyadl) 3

2010'@14?5)0);&\ ‘gsb\}n Cildy yaily J3AY) ple pa
L o< il Y Jisa s I sa) Juse Anil&a oy 5iE lacaly
e Sl 3 S0 &l Le dlgia IS (8 el mall AU il el
Al

Beneficial The natural person who owns, or

8okt by sl e (3 gaplall (i)
Clilaadl 25 Al Gadidl) ol Juandl o dllad

AML/CFT Regulations

Page 7 of 59




institution.

Owner exercises effective control, over the obar A paddll Lyl ey WS cie 44
client, or the person on whose behalf, iy gl solie) padd e Allad 3l
the transaction is conducted, or the (sl
person who exercises effective control
over a legal person, or legal
arrangement.
Board Board of Directors of a Fl or equivalent Astaal) Adalid) o AL A 5l 3,513 (ulna 3 I udaa
authority. Al
Business In relation to a financial institution, is a | e (e 3 ke & dullall Ll gally Glaty Lad Sanl) dBNe
relationship business, professional or commercial Loyl G Ay lad ) dyige 48Dle ol Jae
relationship between the financial Jeall 483e DA 0 5S55 Jaenll 5 Al
institution and a customer other than A 3all
a temporary relationship.
Correspondent | Is the provision of banking services by | < yaall) (i pas J& (e 4 jae Cledd ai | 48 paal) 4830l
banking a financial institution (the () o peadl) AT Capean ) (Sl ) A pally
correspondent) to another financial
institution (the respondent).
Customer Any person dealing with financial Al A sall e Jalay (adis g Jraal)

Customer due

In relation to customers of Fl, it means

Dl (s Adlall A gall ¢ Dlany Blahy Lasd

Alal) s

diligence identification measures taken by Fl of Lga 2aatl ) A gall (8 e 3245 Ll gl
a customer, verifying identity, pand) OIS 13} La 224 (leie ésﬁﬂ‘; ¢aanl)
establishing if the customer is acting Jienl) Uls 1) L‘? « A U“MU" ‘*f’l-»"‘fl-‘ d"‘-’
on behalf of another person, if the ‘\‘f"h“ M‘ “”f:'ﬁ Ay e 4““*\”
customer is a legal person, Wle a2 ‘JJT“' A"‘\ ‘A“’ dj‘jj
establishing the beneficial owner, & @2 =
obtaining information on the purpose
and intended nature of business
relationship, etc.
Financial As defined under Article 1 of Law 33 of 33 4y sl e 1 salall b Ly pa3 23 LS | Audlall ddgal)
Institution 2006, which is any bank or a financial Alle Sledd dsnsa o) el () Ll 2006 A
services institution or an offshore unit | 43 4 &8 ) &l e 1 alall 5 4o JlA 328 5 )
read with Article 1 of Law 4 of 2010 gt JaaS Jgl n padd 6l Ll (252010
which is an entity who conducts as adull clleal) ) ddads¥l e AS) ) Ualls
business one or more of the following e Al 5l Jaanll mllial
activities or operations for or on AL U1 51 (pa sy s @ilagll Jsd .1
behalf of a customer: Aalall 4 pad cleadllS aladd) sale
1. operation accepting deposits and ol Yl 2
other repayable funds such as .
. . . ] il
private banking services. bl s 3
Gl 13 £ L3N o O satY i
2. lending. Al 2l LAY Sl Jlsadl s 4
3 fi il leasi ity Qe adall By laa) |5
. financial leasing. Tmlond) Sl 5 (A 5 ccmndl
4. transferring money or things of sty Aol praall G 5 cadl al 51
value. L) ) s IV J)saY)
5. issuing or managing means of Al el S il 3116
payment, such as credit and debit LI G5 sl il ol b S S gl 7
cards, cheques, traveller’s 1Y) e 5 (¥ lnaSl 5 (lSpils
cheques, money orders, banker’s cinY) o peall g cddlall Chliiiall g
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drafts and electronic money.

6. financial guarantees and
commitments.

7. trading in money market
instruments, such as cheques,
bills, certificates of deposit and
derivatives, foreign exchange,
exchange instruments, interest
rate, index instruments,
transferable securities, and
commodity futures trading.

8. participating in securities issues
and providing financial services
related to securities issues.

9. undertaking individual or
collective portfolio management.

10. safekeeping or administering cash
or liquid securities on behalf of
other persons.

11. investing, administering or
managing funds or money on
behalf of other persons.

12. underwriting or placing life
insurance and other investment-
related insurance, whether as
insurer or insurance contract
intermediary.

13. money or currency changing.

14. any other activity or operation
prescribed by resolution issued by
the Prime Minister upon the
proposal of the Committee.

Gl el 5 cdlaall Copa il 5ol
e sl ALLEN AdLal) (5 5 sY) g el pa gl
Adiaal) alud) 2 gie
L G laa) BAS el 8
»3gs Ailiall ALl el a3
<l laay)

Aselaadl o &g pdll Ladladll s )y 559

ALl ALL AW G 5Y) o aaall les 10
Lo Sl sl e

Sl o sl o e el 11
owdl oo Al Lebads
Ol ) 531 e W e 5 lall e il
Ol sl

O eall 2 gl Jas 13

sty jaay g Al Llee Sl Ll 6l 14

e sl el ) sl Galae iy e )18
Al #) 3)

1. The conversion or transfer of
funds, by any person who knows,
should have known or suspects
that such funds are the proceeds
of crime, for the purpose of
concealing or disguising the illicit
origin of such funds or of assisting
any person who is involved in the
commission of the predicate
offence to evade the legal

Jurisdiction Any kind of legal jurisdiction, which i ) aliaia) slalia JSE e IS5 gl | paluaia) 3 il
may include the State, a foreign Sl cls #) 5) N b b A all Jaii 8
country (whether or not an Algd o) o(ina dptal Haliatial 3 5l (S ol
independent sovereign jurisdiction) or Som sl eial dl B A [‘"‘h‘ g“‘ dskis
a State, province or other territory of a Alflee L (gl 5l Jlall kS
foreign country, QFC or any similar
authority.
Money Any of the following acts: A Qi) (e Gl iy s Ju
Laundering

a5l JB e oJlpal Ji o Jisad 1
sl ale e ()5S of (i S Sl calay
O lania 4 J) gl sl ol olinl
Cian gl £las) (o il @il i
gy sl sV o3l £ s piiall e ol
&-l&‘)‘uﬁ.b‘))l«umgi PRTSINA
A gl BV e aliall Ay Ay sal)
Allaly

o) 15D Agaall dagplall sl clid) 2
Sl i)l Lal&a gl jaas
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consequences of his actions.

2. The concealment or disguise of
the true nature, source, location,
disposition, movement or
ownership of or rights with
respect to funds by any person
who knows, should have known or
suspects that such funds are the
proceeds of crime.

3. The possession, acquisition, or use
of funds by any person who
knows, should have known or
suspects that such funds are the
proceeds of crime.

‘@Mﬂ}d}ﬁ\jiwji@)ﬁ
g@%d‘?;ﬁé’-}u@@d@&&h{

oda b oLl anal gl ale e 5S¢
J8 (e Jlsa¥l alasinl o 530a ol Dlial 3
e 055 O A OIS 5l plag (el )

o JIsa¥) ol ol sl 4l ) bl

territory, as well as members of such
persons’ family or those closely
associated with those persons.

The prominent public functions may in
this regard include:

Heads of State, Heads of Government,
Ministers, Deputy or Assistant
Ministers, Members of Parliament,
Senior politicians or important political
party officials, Judicial officials,
Members of boards of Central Banks,
Ambassadors & Charges d’ affaires,
High ranking officers of armed forces,
Senior executives of state owned
corporations.

Non-Profit Includes an entity, other than an bl JS5 0 g8 i e (LS (6f i s Aaliia)
Organization | individual, that primarily engages in A S A o=l Y L}‘}‘y\ &S Sl e A ddalg

raising or distributing funds for s Al ) daelaial 5l daaled ) A4S

charitable, religious, cultural, G A gl a st ) dliles gl 2

educational, social, fraternal or similar Alilaall Jlae Y1 5l 4 Al Jlae V)

purposes or carries out other types of

charitable or similar acts.
Non-resident | Natural or legal person residing b A s Al 4 jlie) of Ak dnadld | alall e (el
customer outside the State of Qatar and / or sl Aaluall) Cige Jy HhE 853550 5l /s

present in Qatar on temporary basis (3oL

(for tourism/ or for visit).
On-going In relation to a customer means il mlhaiadll 138 iy (Jraalls (3laty Lo 4B) yal)
monitoring scrutinizing transactions under the cJanll A83le n g a5l ) o (Al Slaa 8 alauall

business relationship, customer’s g dalall Hlladl Ciua iy Jreall Jleel

business and risk profile, sources of e M ¢sLaBY) Yo cdiy iy alas jalass

income and wealth, when required, dal e Sladl “'“U’“ {'{M‘ ‘*‘“““}“” el

review of the records by the Fl to keep Al s B Jal Lo

the records up-to-date and relevant.
Politically Persons who are or have been agl) S g Gl gl 1S gl alasY) galAay)
Exposed entrusted with prominent public aaf vl alf) o Al ddale Ll aillay | stiaa ¢ ganbud)
Persons (PEPs) | functions in a foreign country or o) el aglS 5 aal i cagi pul ol gl Shlaad)

e

Glandl 138 A& Adlall Llal) Cailda l) 28
G\g L e

wb)'}”} cx"_ﬂ.‘x}s;.“ ;Lu:j)} cd}.ﬂ\ ¢Lu:})
OS5 sl eol sl (saeluna i llsig
AN G Gl spmaall 2al gl Cppniand)

ollae elime s cgpiiibadl) G sgpall 5 cdpulnd)
el c\‘)é...d\_s 6:‘.:\‘}5‘)»6“ k_'iJL.AAM

< sl 8 L) i) Jalaa g (Jlae YL

Gl sall b el o) jadl LS daludl)

) Al e 38 Sladll
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Shell Bank Is a bank that has no physical presence Y sl Al 8 sole dsm s Al Gl (o pema | (ab gl i paall
in the jurisdiction in which it is Y die duard j e Jian g4 wﬁ;gﬁﬂ‘
incorporated and licensed and it is not A daals dulle Gledd Ao gana g) o
affiliated with a regulated financial Al (B bl 2 g5l B jlie ads Allad Bas 5
institution group that is subject to ) Logall l 1l A ‘J‘L‘“ 2525 o)
effective consolidated supervision. S glae JS5 3525 e el Al Uf?“’
Physical presence would mean Al o il (e il s
presence involving meaningful
decision-making and management and
not merely the presence of a local
agent or low level staff.
Suspicious A report to be made by Fl to FIU on dand 5 oalae ) Alall A gall e cangy 8 Alaad) i
Transactions | any suspicious transactions or any B Slalae ol Jos el e slaal) 33a S Aa gadiall
Report (STRs) | attempts under the provisions of plSal on gy ellh 5 i gt Y slaa )
Article 14 and 18 of Law 4 of 2010. 2010 4l 4 8 051 (e 18 5 14 Gl
Terrorist any natural person who commits any JdY) e Jad gl Sy oanb padd =y
of the following acts: Aadal
1. commits, or attempts to commit, Ala ) Juadl Gl ) A glae }i“.—‘&)\ 1
terrorist acts, wilfully, by any ) pailae JS ) g Al le-' Jaee
means, either directly or e
indirectly. Jadl 8 Ll gia CaylS @l iyl 2
2. participates as an accomplice in Ala )
terrorist acts. oA an s dla ) Juadl a3
3. organizes or directs others to L)
commit terrorist acts. e Al ) JUad Sl Al 4
oAl Jaxl (alaBY) (e de e
4. contributes to the commission of braia iaalioall () 5S5 Cun o jidie
terrorist acts with a group of alall aa sf ol Y Jadl) Jimal Cings s
persons acting with a common ) Jad ISl b A panall Ay
purpose where the contribution is ) )
made intentionally and with the
aim of furthering the terrorist act
or with the knowledge of the
intention of the group to commit a
terrorist act.
Terrorist Act 1. An act which constitutes an CIEEY) (e Y Gy da n KRy dai gl 1 R Y Jadl)
offence as per the following g riall e DL aad 48l Al
treaties: Convention for the Al s aed 44l 5 ¢(1970) @il e
Suppression of Unlawful Seizure of il o plall LM e s laic)
,;-\|rcraft (.19701, lfolnvefntllc;‘ntfor the S Wl Al s i 285 ((1971)
uppression of Unlawful Acts . . D
against the Safety of Civil Aviation heals el UAM\{‘ = ‘T‘.SUJ
(1971), Convention on the «(1973) O’f’*’”u’w‘ Celiadl pgod Lo
Prevention and Punishment of Al 2a] dumalial 4 all 2,8065Y)
Crimes against Internationally 3 sall dpalall Aleall 48085 5 (1979)
Protected Persons, including &aly Glaiall J S 5395l 5 ¢(1980) 45
Diplomatic Agents (1973), il Uaall 8 de g yhall pe caiall Jlec
International Convention against hesil) ;;ﬁg\ il o ydall a5 )
the Taking of Hostages (1979), Aea sall de 5,adl e JlecYl add ddlEY
Convention on the Physical A6 5 ¢(1988) il )l Al 1m
Protection of Nuclear Material s g 5ol @ il e el ad
(1980), Protocol for the b ’ il e
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Suppression of Unlawful Acts of
Violence at Airports Serving
International Civil Aviation,
supplementary to the Convention
for the Suppression of Unlawful
Acts against the Safety of Civil
Aviation (1988), Convention for
the Suppression of Unlawful Acts
against the Safety of Maritime
Navigation (1988), Protocol for the
Suppression of Unlawful Acts
against the Safety of Fixed
Platforms located on the
Continental Shelf (1988), and the
International Convention for the
Suppression of Terrorist Bombings
(1997).

2. any other act intended to cause
death or serious bodily injury to
civilians, or to any other person
not taking an active part in the
hostilities in a situation of armed
conflict, when the purpose of such
act, by its nature or context, is to
intimidate a population, or to
compel a Government or an
international organisation to do or
to abstain from doing any act.

¢(1988) 4l Aadlall Al

e Jae ) aady Glaiall J S 55 ll 5
Gliaiall LSl Aa dga sall de g il
¢(1988) (s tall s yall 8 dailall Al
dula HY) Claagl) aadl 4 5al) A8EY)
.(1997) Jiall

Bl sl Gatine JB 4ie ol AT dad gl 2
DAl et sh ) cag ms s2un )
&8 Al Jlae ) 8 Uadls Gyl
e paoad) OIS e caduall g 0l Y
iy ad Bl gl Adaday (Jadll 128
S AasSa jla) sl ) e de sana
Jid).:."-‘“dﬂ*-.’e\:‘m&“'@ﬁm
A kil e pliiaY)

Organization

any of the following:

1. commits, or attempts to commit,
terrorist acts, wilfully, by any
means, directly or indirectly.

2. acts as an accomplice in the
execution of terrorist acts.

3. organises or directs others to
commit terrorist acts.

4. contributes to the commission of
terrorist acts with a group of
persons acting with a common
purpose where the contribution is
made intentionally and with the
aim of furthering the terrorist act
or with the knowledge of the

Terrorist An act committed by any person who, eailS Ay A o gy padd (gl 4SSy Jad Y Jagal
Financing in any manner, directly or indirectly, Jsa¥) gy caial s 66 p8la Jeﬁ‘}i 8 il

and willingly, provides or collects -‘*431‘“‘535 d=d g sl 9‘ lerex )

funds, or attempts to do so, in order to S d‘{‘w i o aale & ‘LG"“{":‘“‘

use them or knowing that these funds d8 O sl ela ) d"ﬁ ‘“’"‘@ Gia 5l s

will be used in whole or in part for the Ala )] abis 5l (ol )

execution of a terrorist act, or by a

terrorist or terrorist organisation.
Terrorist any group of terrorists that commits On dad b s e SV (e de sana gl | Ala Y dalaial)

AU Oladl)

ol ) Jladl QIS ) Aglas ff A5 1
o sl e IS8 by b daee
Ll

Ala ) Jladl 2 8 shal gl 2

N oA sl e ) Jladl lan 3
APRLS

e Al ) Jladl QIS ) b daaludll 4
& jida gl Ja GalddY) (e de gana
Cinat Cadg g Blentie daabual) () oS8 Cus
8 Ao saaall Ay alall e Sl YY) Jadl
_g;\u)) Jad QIS )
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intention of the group to commit a
terrorist act.
Wire-transfer | Any transaction carried out on behalf oie padd ge Al goai Alle ddee g | 4800 A gl
of an originator (both natural persons Alle L ye IR (4 (ki) ol oank)
and legal entities) through the FI by Juall e o Al g A5 SN Jibas 2
electronic means with a view to B 5 oA Al e (A diise (il
making an amount of money available Sy Lot adlual 5 2ad) 0 S
to a beneficiary person at another Fl.
The originator and the beneficiary may
be the same person.
4. General Provisions L aliaf 4

4.1 General Application

These regulations are applicable to all financial
institutions, viz., Banks, Investment and Finance
Companies, Exchange Houses and offshore units,
licensed by Qatar Central Bank. Financial Institutions
must implement and apply the specific provisions of Law
33 of 2006 and Law 4 of 2010 and these regulations as
appropriate and applicable to them.

alad) 3udail) 1.4
S g o gl AAS Jadii g Al losnsall e chladaill o3 (3adais
e (ot padldaa AN cilan gl gf 481 al) Jlaa g Jagalll g lafiiu)
Slaie ) Allall Gludisall e gy g 38 pall el (o jan J8 (e
Ly Cilaglaill 038 5 2010 Aiud 4 &8 o s3E) 8 5a3aal) ST (Gauda
Lale Galaty g ol

5. Key AML/CFT Principles
5.1 Principle 1 — Responsibility of Board of the FI

The Board of the Fl should ensure that its policies,
procedures, systems and controls appropriately and
adequately address the requirements of AML/CFT Law
and these regulations.

5.2 Principle 2 — Risk Based Approach
Fl should adopt a risk-based approach to the
requirements of these regulations.

5.3 Principle 3 — Know Your Customer
The Fl should know each of its customers to the extent
appropriate to the customer’s risk profile.

5.4 Principle 4 — Effective Reporting

Fl must have effective measures in place to ensure
internal and external reporting whenever money
laundering or terrorist financing is known or suspected.

5.5 Principle 5 — High standard screening and
appropriate training

Fl should have adequate screening procedure to ensure
high standards when appointing or employing officers
and employees and also should have an appropriate on-
going AML/CFT training programme for its officers and

il Y Jagaiy JIsa¥) Jud dadleal Lpulud) g3l 5
Adlal) gl 3130 (udae Al gigna = JoY) fasadl 1.5
lalandl & e KU Al A gall 5 510) Galaa e g

Clllaie CilS 5 aiBle JSE o) 55 L ol guiall 5 Aadai¥l 5 Clel Yl
lalail) oda 5 e HY1 Jagaig I e Jut AndlSa (5

Dbl e 5Sal gl - AL fasd) 2.5
cra LR e 385 5 o glal slaie ) Al A pal) e cany
_Q\A.M IRV QL\L\XL-\.A I

dliee i el -Gl jaal 3.5

s ety Lo Lol e U8 s O Al A 3all e oy

Jadll £33 -z ) faal) 4.5

3L alai) (pa S AR ) 3855 G Al A sall o g
osai sl s Jue e i€l a2y <5 ol 8 o jladl 5 sl
Ll slasy) g cla LYy

il g Aagd ) ulaal) (38 AL - ualdd) jaall 5.5
Chaliall
Ol sall Ala e (g aill il ya) aad o)) Aol Al e any
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employees.

5.6 Principle 6 — Evidence of Compliance

Fl should be able to provide documentary evidence of its
compliance with the requirements of the AML / CFT Law
and these regulations.

Al ) L) - ualad) fasad) 6.5

Ll il s (3305 g8 e 350 588 O Al Al e g
laalaill o3 g e W) Jasai s O saY) Juit AnlSa ) ilE lillaiag

6. General AML and CFT Responsibilities
6.1 Develop AML/CFT Programme

1. Financial Institutions should develop programmes
against money laundering and terrorist financing.

2. The type and extent of measures adopted by the Fl
must be appropriate having regard to the risk of
money laundering and terrorist financing, size,
complexity and nature of the business of the FI.

3. The programme should include at a minimum the
following:

a. Establishing, developing and managing internal
policies, procedures, systems and controls to
prevent money laundering and terrorist financing
and to communicate the same to the employees
of the FI.

b. Appropriate compliance management
arrangements, e.g. to designate Money
Laundering Reporting Officer (MLRO) at the
management level.

c. The MLRO and other appropriate staff should
have timely access to customer identification
data and other customer due diligence
information, transaction records and all other
relevant information relating to AML/CFT.

d. Adequate screening procedures to ensure high
standards when appointing or employing officers
and employees, and employees kept informed of
developments on money laundering / terrorist
financing techniques, methods and trends and a
clear explanation of all aspects of ML/FT Law and
regulation, obligations arising out of these, in
particular relating to CDD and STRs.

e. Appropriate on-going training programme for the
officers and employees.

f. An adequately resourced and independent audit
function to test compliance with the AML/CFT
policies, procedures and controls, including
sample testing.

G Y Jasaiy I gl Jud Aadlal dalad) il g3mall .6
Gla Y Jagaly JIsal) Jud dablSa galin ki 1.6
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g. Appropriate on-going assessment and review of
Fl policies, procedures, systems and controls.

4. The policies, procedures, systems and controls must
cover the following at a minimum:

a. Customer due diligence measures and on-going
monitoring.

b. Record making and retention.
c. Detection of suspicious transactions.
d. Internal and external reporting obligations.

e. Internal communication of FI's policies,
procedures, systems and controls to its officers
and employees.

f. Any other issues that may be required under the
AML/CFT Law or regulations as may be
appropriate and as applicable to FI.

6.2 Policies etc should be risk sensitive, appropriate
and adequate to risks

The FI AML/CFT policies, procedures, systems and
controls must be risk-sensitive, appropriate and
adequate having regard to the risk of money laundering
and terrorist financing and to the size, complexity and
nature of business.

6.3 Issues to be covered by the policy on AML/CFT

The FI AML/CFT policies, procedures, systems and
controls must cover at a minimum the following:

1. Provide for identification and scrutiny of complex
or unusually large transactions; unusual patterns
of transactions that have no apparent economic
or visible lawful purpose; any other transactions
that Fl considers by its nature to be related to
money laundering or terrorist financing.

2. Require enhanced customer due diligence
measures to prevent use of money laundering or
terrorist financing of products and transactions
that might favour anonymity.

3. Provide appropriate measures to reduce the risks
associated with establishing business relationship
with politically exposed persons.

4. Prior to any function or activity that may be
outsourced by the Fl, assessment and
documentation of the ML/FT risks associated
with outsourced functions; monitoring of these

oAl A Sy i o
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risks on an on-going basis.

5. Require all officers and employees of the Fl to
comply with the requirements of Law 4 of 2010
on AML/CFT and regulations relating to making
of Suspicious Transactions Report.

6.4 Annual assessment and review of policies

The FI must carry out regular assessments of the
adequacy and effectiveness of its AML/CFT policies,
procedures, systems and controls in preventing money
laundering and terrorist financing at least annually.

6.5 Application and Compliance of AML/CFT
requirements by officers, employees

1. The Fl should ensure that its officers, employees
comply with the requirements of the AML/CFT Law
and the regulations, policies, procedures, systems
and controls. In the context of the applicability in
another jurisdiction, it may be applied to the extent
that local law of that jurisdiction’s applicable laws
and regulations permit.

2. Without limiting the applicability of above item at
6.5.1, the policies, procedures, systems and control
should require the officers and employees of the FI
to provide suspicious transactions reports for
transactions in, from or to its jurisdiction to their
Money Laundering Reporting Officer, and ensure to
provide timely, unrestricted access by the FI's Board
and Money Laundering Reporting Officer, and by the
Qatar Central Bank and FIU, to the documents and
information of the Fl, that may relate directly or
indirectly to transactions in, from or to its
jurisdiction.

3. Fl may apply the requirements that impose higher
and consistent standards in its AML/CFT policies,
procedures, systems and controls in relations to
customers whose transactions or operations extend
over a number of jurisdictions.

4. If the law or regulation of another jurisdiction
prevents the application of a provision or provisions
of the Law 4 of 2010 and these regulations, the
officers of Fl in that jurisdiction must immediately
inform the Money Laundering Reporting Officer in
the Head Office.

6.6 Application and Compliance of AML/CFT
requirements to overseas branches and
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subsidiaries of financial institution

1. Flshould ensure that the officers and employees of
branch(s) or subsidiaries, comply with the
requirements of the AML/CFT Law and the
regulations, policies, procedures, systems and
controls. In the context of the applicability in another
jurisdiction, it may be applied to the extent that local
law of that jurisdiction’s applicable laws and
regulations permit.

2. Without limiting the applicability of above item at
6.6.1, the policies, procedures, systems and controls
should require the officers and employees of the
branch(s)/ Subsidiaries to provide suspicious
transactions reports for transactions in, from or to its
jurisdiction to their Money Laundering Reporting
Officer, and ensure to provide timely, unrestricted
access by the FI's Board and Money Laundering
Reporting Officer, and by the Regulator and FIU, to
the documents and information of the FI, that may
relate directly or indirectly to transactions in, from or
to its jurisdiction.

3. Branch(s)/ subsidiaries of FI may apply the
requirements that impose higher and consistent
standards in its AML/CFT policies, procedures,
systems and controls in relations to customers whose
transactions or operations extend over a number of
jurisdictions.

4. If the law or regulation of another jurisdiction
prevents the application of a provision or provisions
of the Law 4 of 2010 and these regulations to the
branch(s)/ or subsidiaries, the officers of branch(s)/
Subsidiaries of the Fl in that jurisdiction must
immediately inform the Money Laundering Reporting
Officer in the Head Office.

5. Fl must pay particular attention to procedures in
branches, or subsidiaries in countries that do not or
insufficiently apply FATF Recommendations & Special
Recommendations.

6.7 Application and Compliance of AML/CFT
requirements to outsourced activities

The FI, when outsourcing any of its activities or functions,
should ensure the following:

1. The Fl and its Board will be primarily responsible
to ensure that the AML/CFT Law and regulations
are complied.
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2. The Fl should through a Service Agreement or
any other means, ensure that when activities are
outsourced to any company or firm that the
company or firm’s officers, employees or their
agents, in any jurisdiction, comply with the
requirements of AML/CFT Law and these
regulations, the policies, procedures, systems
and controls, as applicable to Fl. In the context of
the applicability in another jurisdiction, it may be
applied to the extent that local law of that
jurisdiction’s applicable laws and regulations
permit.

3. The FI’'s AML/CFT policies, procedures, systems
and controls should require the outsourcing
company or firm, its officers and employees, in
any jurisdiction, to provide Suspicious
Transactions Reports to Fl involving transactions
from or to the outsourcing company or firm. The
Suspicious Transactions Reports should be sent
by the outsourced company or firm to the Money
Laundering Reporting Officer of the financial
institution outsourcing its activities.

4. Flshould ensure that the outsourcing company
or firm should provide timely, unrestricted access
to its documents and information that may be
directly or indirectly related to transactions with
the Fl, to the Money Laundering Reporting
Officer, QCB and FIU.

5. In case the foreign jurisdiction prevents
application of any of the provisions of the Law or
regulations, the outsourcing company or firm
should immediately inform the Fl outsourcing its
activities and the FI must immediately convey the
same to QCB.
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7. Board of Directors
7.1 Overall responsibility of Board

The Board of the Fl will be responsible for the
effectiveness of the policies, procedures, systems and
controls in preventing money laundering and terrorist
financing.

7.2 Particular responsibility of the Board

The Board of the Fl should ensure:

1. thatthe Fl establishes, develops and maintains
effective AML/CFT policies, procedures, systems
and controls in accordance with the
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requirements of AML /CFT Law 4 of 2010 and
these regulations.

that the Fl has in place adequate screening
procedures to ensure high standards when
appointing or employing officers or employees,

that the Fl identifies, designs, delivers and
maintains an appropriate on-going AML/CFT
training programme for its officers and
employees.

that the Fl has an independent and adequately
resourced audit function to test compliance with
the FI's AML/CFT policies, procedures, systems
and controls, including sample testing.

that regular and timely information is made
available to the Board about the management of
the FI’'s Money Laundering and Terrorist
Financing risks.

that the FI's ML/FT risk management policies and
methodology are appropriately documented,
including their application by the FI.

that there is a Money Laundering Reporting
Officer (item 8 on MLRO) designated to attend to
the issues of money laundering and terrorist
financing, in terms of the provisions of Article 36
of Law 4 of 2010, who:

a. has sufficient seniority, experience and
authority,

b. has sufficient resources, appropriate staff
and technology to carry out his
responsibilities effectively, objectively and
independently,

c. has timely, unrestricted access to all
information of the Fl which are relevant to
AML and CFT, which may include customer
identification documents, other
documents, data and information,
customer due diligence and on-going
monitoring, all transaction records.

ensure that appropriate back up to the Money
Laundering Reporting Officer is available to be
able to carry on the functions without
interruption during the absence of Money
Laundering Reporting Officer, including
appointing a Deputy Money Laundering
Reporting Officer (item 8.4.9 and 8.4.11). The
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Board of FI must ensure that if the position of
Money Laundering Reporting Officer falls vacant,
the Fl should appoint a replacement after
obtaining QCB approval.

9. ensure that the Fl has a AML/CFT compliance
culture.

10. ensure that appropriate measures are in place to
account for the money laundering and terrorist
financing risks and are taken into account in the
day-to-day operations and also in relation to the
development of new products, taking in new
customers and with changes in the business
profile of the FI.

The above particular responsibilities of Board of Fl are

only indicative and do not limit the Board from putting in

place stringent measures to counter the money

laundering and terrorist financing risks in the Fl.
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8.

Money Laundering Reporting Officer [MLRO] and
Deputy

8.1 Appointment

The Fl should appoint a Money Laundering Reporting
Officer who will be designated to oversee the
countering of money laundering and terrorist
financing risks in the Fl at all times, in terms of the
provisions of Article 36 of Law 4 of 2010.

The position of MLRO may otherwise be combined
with other functions in Fl, such as that of the
Compliance Officer, in cases where the size and
geographical spread of the Fl is limited, and
therefore, the demands of the function are not likely
to require a full time MLRO.

The position of MLRO should not be combined with
those functions that would create potential conflicts
of interest.

The position of Money Laundering Reporting Officer
should not be outsourced.

The name and designation of the official designated
to be MLRO and Deputy MLRO should be reported to
the Anti-Money Laundering and Terrorist Financing
Section, Supervision and Control Department, Qatar
Central Bank.

Fl should seek the approval of QCB for appointment,
removal or resignation of the MLRO and Deputy
MLRO.
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8.2 Eligibility to be MLRO and Deputy

The Money Laundering Reporting Officer of Fl who is
designated to oversee ML/FT issues should be:

1. employed at the management level,

2. must have sufficient seniority, experience and
authority to carry out his responsibilities
independently,

3. should report directly to the Board of the Fl,

4. ordinarily be a resident in the State of Qatar.

8.3 General Responsibilities of MLRO
The MLRO will be responsible for the following:

1. Oversight on the implementation of FI's AML/CFT
policies, procedures, systems and controls,
including the risk based approach to ML/FT risks.

2. Ensure that appropriate policies, procedures,
systems and controls are established, developed
and maintained across the Fl to monitor day-to-
day operations for compliance with AML/CFT law,
regulations, policies, procedures, systems and
controls and assess regularly [at a minimum
Yearly], review the effectiveness of the same to

prevent money laundering and terrorist financing.

3. Possession of timely, unrestricted access to all
information of the Fl, which are relevant to
customers’ transactions, and obtaining this
information in order to identify, analyze, and
monitor transactions effectively.

4. MLRO should be the key and focal person in
implementing the FI’'s AML/CFT strategies.

5. Supporting and coordinating the Board’s focus on
managing the FI's money laundering and terrorist
financing risks in individual business areas.

6. Ensure that the FI's wider responsibility for
preventing money laundering and terrorist
financing is addressed centrally.

7. Ensuring the AML/CFT monitoring and
accountability within the FI.
8.4 Particular Responsibilities of MLRO & Deputy
The particular responsibilities of MLRO are:

1. Receiving, investigating and assessing the
internal suspicious transaction reports of the FI.
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1.

2. Making STRs to FIU.

3. Acting as focal or central point of contact
between the FI, FIU, the Regulator(s), and State
authorities in relation to AML and CFT issues.

4. Ensure prompt response to request for
information by FIU, Regulator(s), and State
authorities in relation to AML and CFT issues.

5. Receive and act on Qatar Central Bank and
international findings about AML/CFT issues.

6. Monitoring appropriateness and effectiveness of
the FI’'s AML/CFT training programme,

7. Reporting to the Board of the Fl on AML and CFT
issues.

8. Exercising all other functions given to Money
Laundering Reporting Officer under AML/CFT
Law, regulations or on issues relating to
AML/CFT.

9. Ensure to keep Deputy MLRO informed of the
significant AML/CFT developments, (see item
7.2.8 above)

10. The MLRO must execute his responsibilities
honestly, reasonably and independently,
particularly while receiving, investigating and
assessing internal STRs and deciding whether to
make a STR to FIU.

11. The Deputy MLRO of the FI will function and act
as the MLRO during the absence of the MLRO
and during the vacancy of MLRO and rules of
responsibilities of MLRO applies to Deputy as
MLRO.

8.5 Reporting by MLRO to the Board
8.5.1 Reports of MLRO

The Board of the Fl should, on a regular basis, decide
what general reports should be given to it by the
MLRO, periodicity of these reports that may be given
to the Board, in order to discharge its responsibilities
under the AML/CFT Law and these regulations.

At the minimum, an Annual Report by the MLRO
should be given to the Board for each fiscal year to
enable the Board to consider it within a specified
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time frame as given under item 8.5.3.3. However,
this will not limit the reports that may be required by
the Board or reports submitted by the MLRO on his
own initiative in discharge of his responsibilities.

8.5.2 Annual Report of MLRO

1. The Report should assess the adequacy and
effectiveness of the FI's AML/CFT policies,
procedures, systems and controls in preventing
money laundering and terrorist financing.

2. The minimum requirements of the Annual Report
that should be submitted to the Board of Fl for each
fiscal year should include the following details:

a. The numbers and types of internal STRs made to
Money Laundering Reporting Officer,

b. The number of these STRs that have been passed
on to the FIU and the number of STRs that have
not been passed on to the FIU, and reasons
thereof,

c. The numbers and types of breaches by the Fl of
AML/CFT Law, regulations or the FI’s policies,
procedures, systems and controls,

d. Areas where the FI's AML/CFT policies,
procedures, systems and controls should be
improved along with proposals for appropriate
improvements,

e. A summary of the AML/CFT training imparted to
FI’s officers and employees,

f. Areas where the AML/CFT training programme
should be improved and proposals for
appropriate improvements,

g. Number and types of customers of Fl who are
categorized as high risk,

h. A summary on the progress in implementing
AML/CFT action plans, like consideration of the
Annual Report by the Board, assessment and
review of training, any other issues relating to
AML/CFT,

i. Outcome of any audit reviews that was
mandated by the Fl in relation to AML/CFT
policies, procedures, systems and controls,

j. Outcome of any review or assessment of risks,
policies, procedures, systems and controls.
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8.5.3 Consideration of Annual Report of MLRO
by the Board

The Board of the FI must consider the Annual Report
made by the MLRO in a timely manner.

In case the Report had identified deficiencies in FI's
compliance to AML/CFT Law, regulations, training
programmes, the Board should prepare and/or
approve and document an action plan to remedy the
deficiencies in a timely manner.

The Report submitted by the MLRO should be dealt
with by the Board as per item 8.5.1.2 above not later
than 4 (four) months after the end of the fiscal year
to which the Annual Report relates.
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Risk Based Approach
9.1 Risk Based Approach — General

Fl should develop risk based approach to monitoring
as appropriate to their business, their number of
clients and types of transactions.

The monitoring systems should be configured to
identify significant or abnormal transactions or
patterns of activity. These systems should include:

a. Limits on number, types or size of transactions
undertaken outside the expected norms;

b. Limits for cash and non-cash transactions.
FI should assess the ML/TF risk arising from the:

a. Types of customers it currently has and likely to
have,

b. Different types of products and services
rendered by the Fl,

c. The technology currently used and the new
technology that may be used for better service.

Fl should assess the potential risks arising from the
above items and decide on the strategies to mitigate
these risks.

9.2 Assessment Methodology to mitigate ML/FT
threats

Fl should adopt the threat assessment methodology
to mitigate the risks of ML/TF that is suitable to the
size, business profile and risk profile of the FI.

The Fl should be able to demonstrate to QCB that its
threat assessment methodology is capable of the
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following:

a. Assessing the risk profile of the business
relationship with each customer,

b. Is designed to identify changes in the FI's ML &
TF risks, risk posed by new products, new
services introduced by the Fl and in applying new
technologies to FI’s services.

c. From item 9.2.2(b) above, the Fl should be in
position to demonstrate that its general practice
of risk management of ML/FT risks matches its
threat assessment methodology.

9.3 Risk profiling business relationship
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4. Flshould base the intensity of customer due
diligence measures and on-going monitoring taking
into account the risk profile of the relationship.

10. Customer Risk gManl) Jhlda (10
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and on-going monitoring required for a particular
type of customer should be proportionate to the
perceived or potential level of risk posed by the
relationship with the customer.

10.2 Policies and procedures to address customer
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risk

1. Flshould have policies, procedures, systems and
controls to address specific risk of money laundering,
terrorist financing or other illicit activities posed by
different types of customers,

2. Flshould include in its policy and procedures, the
methodology adopted to score the customers’ profile
and risks based on the source of income and wealth.

3. Flshould have enhanced customer due diligence and
on-going monitoring if it suspects that a customer is
an individual, a charity, non-profit organization that
is associated with, or involved in, terrorist acts,
terrorist financing or a terrorist organization or when
an individual or entity is subject to sanctions or other
international initiatives relating to AML/CFT issues.

4. |Irrespective of the risk score of the customer, the Fl
should conduct enhanced due diligence measures
and enhanced on-going monitoring to the customers
listed at item 10.2.3 above.

5. Any decision to enter into business relationship with
non-profit organizations or customers requiring
enhanced CDD measures should only be made after
seeking the approval of the Board and only after
completion of the enhanced CDD measures.

10.3 Measures for Politically Exposed Persons (PEPs)

Fl should adopt the following measures to reduce the
risks associated with establishing and maintaining
business relationship with PEPs:

1. Flshould establish a PEP client acceptance policy,
taking into account the reputational and other
risks involved.

2. Flshould have clear policies, procedures, systems
and controls for establishing business
relationships with PEPs.

3. Flshould establish and maintain an appropriate
risk management system to decide whether a
potential or existing customer or the beneficial
owner of a potential or existing customer is a
PEP. Such measures would entail seeking
relevant information from customers, reference
to publicly available information, and having
access to, referring to, commercial electronic
databases of PEPs, etc.

4. Fldecision to enter into business relationships
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with PEPs should be taken only after approval of
the Board and after enhanced CDD measures
have been conducted, and enhanced monitoring
and customer due diligence measures should be
adopted.

5. In case an existing customer, or the beneficial
owner of an existing customer, is subsequently
found to be or has become a PEP, the
relationship should be continued only with the
approval of the Board.

6. Flshould establish a methodology and
reasonable measures to establish the sources of
wealth and funds of customers and beneficial
owners identified as PEP.

7. PEPs should be subject to enhanced on-going
monitoring.

10.4 Risk Assessment Process for legal entities, legal
arrangements & facilities, Trusts, Clubs and
Societies

FI's risk assessment processes and methodology
should include recognition of risks posed by legal
entities, arrangements and facilities, which may
include, companies, partnership, trusts, nominee
shareholdings, power of attorney etc.

While assessing the risk posed by these legal entities,
arrangements or facilities, Fl should ensure that the
risks posed by beneficial owners, officers,
shareholders, trustees, settlers, beneficiaries,
managers or any other entities relating to these are
reflected in the risk profile of entity or arrangement
or facility.

Fl while assessing the risks of trusts, should take into
account the different ML/FT risks that are posed by
trusts having different sizes and activities. This has to
be evaluated in the light of the purpose of the trusts
(like some trusts may be set up for limited purposes
or may have a limited range of activities, while some
of the trusts have extensive activities, including
financial linkages in other jurisdictions).

Fl while assessing the risks of clubs and societies,
should take into account the possibilities of ML/FT
risks arising from such customer relationship and
their different areas of activities.

The risk profile should also be able to capture the
risks posed by such entities by reduction in
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transparency or through an increased ability to
conceal the risks.

11.

Product Risk
11.1 Risk Assessment of product risk

The Fl should assess and document the risks of
money laundering, terrorist financing and other illicit
activities posed by the products it offers or proposes
to offer to its customers. Such products may be
savings accounts, e-money products, payable
through accounts, wire transfers etc.

The intensity of customer due diligence measures
and on-going monitoring for each type of product
should be commensurate with and proportional to
the perceived and potential risk that may be posed
by each type of product.

11.2 Policies & procedures for product risk

Fl should have policies, procedures, systems and
controls to address specific risks of ML, TF and other
illicit activities posed by different types of products
offered by the Fl or it proposes to offer to its
customers.

Fl should have methodology on the basis of which
business relationship with customers will be scored
based on different types of products it offers or
proposes to offer.

11.3 Products with fictitious, false or no names

Fl should not permit any of its products to be used with

fictitious, false or when no names or the customer is not
identified.

11.4 Correspondent banking relationships

Fl (correspondent) prior to establishing
correspondent banking relationship with a Flin a
foreign jurisdiction (respondent), the correspondent
Fl should undertake to complete the following:

a. Gather all information on the respondent to
understand the nature of its business (e.g.
through a structured questionnaire),

b. Gather information about the respondent bank’s
ownership structure and management,

c. Gather information on major business activities
of the respondent and its location (i.e for e.g.
whether it is located in a FATF compliant
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jurisdiction) as well as the location of its parent,
wherever applicable,

d. Purpose for which the account will be opened,

e. Decide from publicly available information, the
respondent’s reputation and quality of its
regulation and supervision,

f. Assess the respondent FI's AML/CFT policies,
procedures, systems and controls and ensure if
they are adequate and effective,

g. Obtain the approval of the Board to establish
correspondent banking relationship,

h. The correspondent Fl should ensure and be
satisfied that:

(i) the respondent Fl’s customers who would
have direct access to correspondent FI’s
accounts, are the customers whose CDD
measures are undertaken and verified,

(i)  on-going monitoring being conducted by
the respondent Fl and
(iii)  the respondent Fl would be able to provide
to correspondent Fl documents, data or
information on CDD or on-going
monitoring, when requested by
correspondent Fl, within a reasonable time
frame.

The Correspondent Fl should also consider before
establishing business relationship the following:

a. whether the respondent Fl has been subject to
any investigation, or civil or criminal proceeding
relating to ML/FT.

b. The financial position of the respondent Fl.

c. Whether the respondent Fl is regulated and
supervised by a regulatory or governmental
authority equivalent to the authority in home
jurisdiction.

d. Whether the jurisdiction in which the respondent
Fl is operating has an effective AML/CFT regime.

In case the respondent Fl is a subsidiary of another
legal entity, the correspondent Fl should seek
information on the legal entity, its location and
domicile, reputation, whether the legal entity is
supervised, at least for AML/CFT purposes, by a
regulatory body or governmental authority
equivalent to the authority in the home jurisdiction,

AML/CFT Regulations
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whether the jurisdiction in which the legal entity
operates has effective AML/CFT regime, its
ownership, control, management structure, including
aspects like ownership, control or management by
PEP.

4. In case the respondent Fl is operating in a high risk
jurisdiction, the correspondent Fl should conduct
enhanced on-going monitoring on the transactions
conducted under the relationship and review the
relationship on an annual basis.

5. Additional measures to be taken by the FI, prior to
opening a correspondent banking relationship,
should include a signed agreement that outlines the
respective responsibilities and obligations of each
institution in relation to money laundering/ terrorist
financing detection and monitoring responsibilities.

11.5 Shell Banks

1. Flshould not establish or continue business relations
with banks which have no physical presence or “mind
and management” in the jurisdiction in which they
are licensed and which is unaffiliated with a
regulated financial group subject to effective
consolidated supervision (Shell banks’).

2. Flshould make a suspicious transaction report to the
FIU in the event that Fl is approached by a shell bank
or any institution that the Fl has reason to suspect
that it is a shell bank.

3. Flshould not enter into or continue business
relationships with respondent Fls in foreign
jurisdiction if it permits its accounts to be used by
banks registered in jurisdictions where they are not
physically present and are not affiliated with a
regulated financial group subject to effective
consolidated supervision.

11.6 Payable through accounts

1. Whenever a correspondent relationship involves
maintenance of “payable-through accounts”, the Fl
should ensure the following (This specifically applies
due to the fact that under the correspondent
relationship, a customer of the respondent who is
not a customer of the correspondent may have direct
access to an account of the customer):

a. the respondent Fl has performed all normal CDD
obligations on those of its customers who have
direct access to the accounts of the
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correspondent Fl,

b. conducts on-going monitoring in relation to the
customer,

c. the respondent Fl will be able to provide relevant
customer identification information upon
request to the correspondent Fl.

2. When a correspondent Fl asks for documents, data
or information mentioned under item 11.6.1 above
and the respondent Fl fails to comply with the
request, the correspondent FI must terminate the
customer’s access to the accounts of the
correspondent FI(s).

11.7 Power of Attorney

When power of attorney authorizes the holder of power
of attorney to exercise control over the assets of the
guarantor, the following should be ensured by the FI:

1. Before getting involved in or associating with any
transaction involving the power of attorney, the
Fl should conduct customer due diligence
measures for the holder of power of attorney
and the guarantor,

2. The Fl should consider the holder and guarantor
of power of attorney to be their customers.

11.8 Bearer shares and share warrants to bearer

1. Wherever applicable to Fl, Fl should have adequate
AML/CFT customer due diligence policies,
procedures, systems and controls for risks related to
use of bearer negotiable instruments.

2. Before being involved or associated with a
transaction involving conversion of a bearer
instrument to registered form, or surrender of
coupons for a bearer instrument for payment of
dividend, bonus or capital, the FI must apply
enhanced customer due diligence measures to the
holder of the instrument and/ or any beneficial
owner. The holder and any beneficial owner should
be taken as customers of the FI.

11.9 Wire transfers

This item should be applied to wire transfers exceeding
QR 4000 (four thousand Qatari Riyals) or equivalent in
foreign currencies at the relevant time, whether sent or
received by the Fl. This item shall not be applied under
the following:
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1. When a transaction is carried out using a credit
or debit card, when the card number
accompanies all transfers flowing from the
transactions and the card is not used as a
payment system to effect money transfer,

2. When a transfer is from one Fl to another Fl and
the originator and recipient are both Fls acting
on their own behalf.

11.9.1 Outgoing Transfers

Fl should include all required originator information
details with the accompanying electronic transfers of
funds that FI’'s make on behalf of its customers.

The Fl should apply due diligence measures in terms
of information to be obtained from the originator
(full originator information) of outgoing transfers,
including:

a. Name of originator,

b. “Account number or reference number in the
absence of an account,

c. ID or passport number,
d. Address,

e. Information of the beneficiary (name, address,
account number, if any),

f.  Purpose of the transfer.

The Fl should verify all the information in accordance
with the procedures and measures stated herein,
before making any transfer. In case of batch transfer,
the issuing FI (as the case may be) should include the
account number or reference number of originator in
the absence of any account in his name, provided
that:

a. The Fl maintains complete information about the
originator as provided for at item 11.9.1.2 above,

b. The Flis capable of providing the receiving
financial institution with required information
within three working days from the date of
receiving any application in this regard,

c. The Flis capable of responding immediately to
any order issued by the competent official
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(1) In the event where the originator of the transfer does not hold an account at the bank, the banks shall establish a
system which gives the originator a distinctive reference number.

AML/CFT Regulations Page 32 of 59




authorities requesting access to this information.

The Fl should ensure that non-routine transfers
should not be batched as batching could increase the
ML/FT risks in the Fl. Such batching obligations do
not apply to transfers made by a Fl acting as
principal, e.g. in case of spot foreign exchange
transactions.

11.9.2 Incoming Transfers

The Fl should draw up effective systems to detect
any missing information related to the originator
(transfer applicant).

The Fl should request the party originating the
transfer to submit all missing information, and in the
event where the originating party fails to do so, the
Fl should take appropriate actions based on the risk
rating assessment, including the refusal of the
transfer.

The Fl should consider these circumstances when
evaluating the extent of suspicion about the
transaction under reference and refer the same to
the Money Laundering Reporting Officer for
consideration and judgment whether it is
appropriate or not to report it to the FIU.

11.9.3 Obligations of Intermediary FI

In the event where the Fl performs its role as
intermediary Fl in the execution of the transfer (i.e. it
is not the issuing or receiving Fl), the Fl should keep
all the information attached to the transfer.

If the FI fails to obtain the information attached to
the transfer (for technical reasons), it should keep all
the other information available, whether they are
complete or not.

If the intermediary Fl receives incomplete
information about the originator, it should inform
the receiving Fl of the missing information upon
performance of the transfer.

Whenever, any technical limitations prevent the full
originator information accompanying the wire
transfer from being transmitted with a related
domestic wire transfer, a record must be kept for 5
years (five years) by the receiving intermediary Fl of
all information received from the originating FI.

11.10 Non-profit Organization
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The Fl should not offer any financial services to non-
profit organizations such as charity, humanitarian,
cooperative and vocational associations and societies,
unless the following requirements are satisfied:

1. Obtain all Customer Identification data such as
the name of the association or society, legal
form, address of head office and branches, types
of activity, date of establishment, names and
nationalities of representatives authorized to
access the account, telephone numbers, purpose
of business relationship, sources and uses of
funds, approval of competent authority for
opening the account at the Fl, and any other
information required by the competent authority
(Ministry of Social Affairs).

2. Verify the presence and legal form of the society
or the association through information contained
in its official documents.

3. Obtain supporting documents indicating the
presence of an authorization issued by the
association or the society to the persons
authorized to access the account, and necessarily
identify the representative in accordance with
the customer identification measures provided
for in these regulations.
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12. Interface or delivery channel risk
12.1 Risk assessment for interface risk

1. Flshould assess and document the risk of money
laundering, terrorist financing and other illicit
activities posed by the mechanisms, electronic
banking operations, other operations undertaken
electronically etc. through which business
relationships are started, conducted and maintained.

2. The intensity of the customer due diligence measures
and on-going monitoring in relation to particular
interface must be appropriate and proportionate to
the perceived and potential level of risk that may be
posed by that interface.

12.2 Policies and procedures for interface risks

1. Flshould have policies, procedures, systems and
controls to address specific risks of ML, TF, or other
illicit activities posed by the different types of
interface and technological developments through
which business relationships are started, conducted
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and maintained.

The policies, procedures, systems and controls
should include measures:

a. to prevent misuse of technological developments
in ML, TF schemes,

b. to manage specific risks associated with non-
face-to-face business relationship or
transactions.

Fl should include in its methodology of procedures

how the customers will be scored in relation to the

interface through which the business relationship is
started, conducted and maintained.

12.3 Non-face-to-face business relationship and
New Technologies

Non-face-to-face business relationship or
transactions would be:

a. those types of relationship or transactions
concluded over internet, or other means of
technological development,

b. services or transactions provided or conducted
over internet, use of ATMs etc.,

c. electronic point of sale (POS), using prepaid, re-
loadable or account linked cards.

The policies, procedures, systems and controls for
these types of accounts should include seeking
additional identification documents, apply
supplementary measures to verify documents
supplied, developing independent contact etc.

FlI should have specific and effective due diligence
procedures that can be applied to non-face-to-face
customers. In particular, FI must have measures to
ensure that the customer is the same person as
claimed to be and also ensure that the address
provided is genuinely that of the customer. Such
measures may include, but not limited specifically to
the following:

a. Telephone contact with the applicant customer
on an independently verified home, employment
or business number,

b. With the customer’s consent, contact the
employer to confirm employment,

c. Procuring the salary details through official
channel, etc.

AML/CFT Regulations
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Fl permitting payment processing through on-line
services should ensure that monitoring should be the
same as its other services and has a risk based
methodology to assess AM/FT risks of such services.

Fl must refer to the Instructions issued to them by
QCB from time to time with regard to Modern
Technology and E-Banking Risks, and should ensure
to comply with any e-banking regulations issued by
QCB.

12.4 Reliance on Third Party

Any financial institution should only accept
customers introduced to it by other financial
institutions or intermediaries who have been
subjected itself to FATF equivalent customer due
diligence measures.

Where a Fl delegates or relies on another Fl or
intermediary, which are third party, any part of the
due diligence measures, the ultimate responsibility
for meeting the requirements of customer due
diligence as per the provisions of Articles 22 to 33 of
Law 4 of 2010 and these regulations remains with the
Fl concerned and not the third party.

Whenever an Fl relies on third parties to perform
some of the elements of the CDD process, the Fl
should immediately obtain the necessary information
and documentation concerning the aspects of CDD
process from the third party and take adequate steps
to satisfy themselves that the identification data and
other relevant documentations relating to CDD
process are as per customer identification measures.

Fl should create a direct communication channel with
the customer after seeking the documents, data and
recommendations from the third party.

Where Fl have branches or subsidiaries in foreign
jurisdiction, Fl should take into account in which
jurisdictions it can rely on third party for
introductions, based on the information available
whether these countries apply FATF
Recommendation adequately.

Fl should rely on third parties for introduction after
taking a written confirmation from the introducer
that all customer due diligence measures required by
FATF 40+9 Recommendations have been followed
and identity established and verified.

Whenever Fl is not satisfied that the introducer is in
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compliance with the requirements of FATF 40+9
Recommendations, the FI must conduct its own CDD
on the introduced business relationship; may not
accept any further introductions from the same
introducers or even consider discontinuing the
reliance on that introducer for CDD purposes.
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methodology to score the risks associated with
different jurisdictions.

8. Flshould furnish the details of third party introducers
(like for e.g. the details of company, structure of the
company, location of the company, business
activities undertaken by them etc) relied upon by
them for CDD purposes and notify Qatar Central
Bank prior to entering such arrangements.
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13.2 Ensuring effectiveness of AML/CFT Regimes

1. Flshould consider the following three factors in
order to assess the effectiveness of AML/CFT regimes
in other jurisdictions:

a. Legal framework,
b. Enforcement and supervision,
c. International cooperation.

2. When considering the factors listed at item 13.2.1
above, Fl should also consider the findings listed
about the jurisdiction and published by international
organizations, governments and other bodies, like
FATF etc.

13.3 Jurisdictions with impaired international
cooperation

1. Flshould guard against customers or introductions
by third parties from jurisdictions in which the ability
to cooperate internationally is impaired.

2. Flshould subject the business relationships from or
to these jurisdictions to enhanced due diligence
measures and enhanced on-going monitoring.

13.4 Non-cooperative and sanctioned jurisdictions

Fl should conduct enhanced due diligence measures and
enhanced on-going monitoring in relation to transactions
or business relationships arising from jurisdictions which
have been identified by FATF as non-cooperative country
or is subject to international sanctions.

13.5 Jurisdiction with high propensity for corruption

1. Flshould have methodology to assess and document
jurisdictions that are vulnerable to high corruption.

2. Flshould conduct enhanced due diligence measures
and enhanced on-going monitoring for customers
from this jurisdiction.

3. Whenever PEPs from such jurisdictions are accepted
as customers of Fl on approval from Board, Fl should
take additional and appropriate measures to mitigate
additional risks posed by PEPs from such jurisdiction.
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14. Know Your Customer (KYC)
14.1 General Principle of KYC

KYC principle requires that every Fl to know who its
customers are, have necessary identification documents,
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data and information evidencing identification.

14.2 Customer Acceptance Policy and procedures

1. The Fl should develop clear customer acceptance
policy taking into consideration all factors related to
the customers, their activities and accounts and any
other indicators associated with customer risk. The
policy should include detailed description of all
customers according to their respective degree of
risk, the basis on which business relationships with
the customers will be scored taking into account
their sources of wealth and funds, or as an occasional
customer seeking to carry out a one-off transaction.

2. The policy should consider among other things to
establish effective systematic internal procedures for
establishing and verifying the identity of their
customers and source of their wealth and funds.

3. These policies and procedures should be set out in
writing and approved by the FI's Board of Directors.

14.3 Customer due diligence (CDD) - basic
requirements

1. Flshould not establish any business relationship with
a customer, unless the customer, relevant parties to
the business relationship, including any beneficial
owner, have been identified and verified.

2. Flshould not establish anonymous accounts, deal
with anonymous customers or establish accounts in
fictitious names.

3. Once the relationship has been established, the
regular business undertaken by the customer should
be assessed at regular intervals against expected
pattern of business activity. Any unexpected activity
should be examined to decide whether any suspicion
arises relating to ML & TF. In order to assess
unexpected activities, Fl should obtain and maintain
information on:

a. nature of business likely to be undertaken,

b. pattern of transactions,

c. purpose and reason for opening the account,
d. nature and level of activity,

e. signatories to account etc.

4. Whenever Fl has not obtained satisfactory evidence
of identity before establishment of business
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relationship:

a. Flshould not establish the relationship or carry
out transaction for or on behalf of such
relationship and

b. Should consider making a STR to FIU.

5. Flshould apply CDD measures when an occasional
customer conducts transaction. The threshold limit
for a single occasional transaction in a single
operation or several linked operations for an amount
exceeding QR 55,000 (fifty five thousand Qatari
Riyals) or equivalent in foreign currencies at the
relevant time as per the provisions of Article 23 of
Law 4 of 2010.

6. Flshould apply CDD in case it has any doubt about
the genuineness of the accuracy or adequacy of any
customer identification data obtained earlier.

7. Flshould apply CDD in case it suspects the customer
of ML or TF.

8. Identification of beneficial owner:

a. For all customers, the Fl should determine
whether the customer is acting on behalf of
another person. Fl should take all steps to obtain
sufficient identification data to verify the identity
of that other person.

b. For customers that are legal persons or legal
arrangements, the Fl should take steps to:

(i) Understand the ownership and control
structure of the customer,

(ii) Determine the natural person(s) who
ultimately own or controls the customer.

14.4 General requirements on extent of CDD

1. Flshould decide the extent of CDD measures for a
customer on a risk sensitive basis depending on
customer risk, product risk, interface or delivery
channel risk and jurisdiction risk, among other
factors.

2. Flshould be in a position to demonstrate to QCB that
the extent of CDD measures is appropriate and
proportional to the risks of ML/ TF.

14.5 General requirement for on-going monitoring

1. Flshould conduct on-going monitoring for each of
their customers.
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2. Flshould pay special attention to all complex,
unusual large transactions, or unusual patterns of
transactions that have no apparent or visible
economic or lawful purpose. Fl should examine the
background and purpose of such transactions and
record its findings. Such of these records should be
maintained as per the requirements of record
keeping given under item 21 (Documents, Record
Keeping and Retention).

3. Flshould have policies, procedures, systems and
controls for conducting on-going monitoring.
Systems and controls should include:

a. Flagging of transactions for further examination.
Such examinations may be performed by a senior
independent officer of the Fl and appropriate
follow-up action should be taken on the findings
of such examination. In case of knowledge or
suspicion of ML or TF raised by such examination,
a report by the senior officer should be made to
the Money Laundering Reporting Officer.

b. The system for on-going monitoring should have
the ability to review transaction on real time
basis, i.e. as they take place.

c. The on-going monitoring may be by reference to
particular type of transaction or related to
customer’s risk profile; or by comparing the
transactions of the particular customer or the
risk profile of the particular customer with that
of his peers or similar customers or a
combination of these approaches. FI may not
limit the approaches as given here and Fl may
use stringent on-going monitoring processes.

4. Monitoring of one-off linked transactions:

a. Flshould have systems and controls which have
ability to identify one-off transaction linked to
same person.

b. When Fl knows, suspects or has reasonable
grounds to know that a series of linked one-off
transactions are for the purposes of ML/ TF, the
Fl should make a report to Money Laundering
Reporting Officer.

14.6 Fl unable to complete CDD procedures for
customer

When a Fl is unable to complete the CDD procedure for a
customer, it must:
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1. immediately terminate any relationship with the
customer and

2. consider whether it should make a suspicious
transactions report to FIU.

14.7 Timing of customer due diligence

1. An Flshould implement the customer due diligence
measures outlined in Section 6 of Law 4 of 2010 and
this regulation.

2. Flshould undertake to implement the provisions of
Article 23 of Law 4 of 2010 and also when:

a. Establishing business relationship with a new
customer.

b. There is a change to the signatory or the
beneficiary of an existing account or business
relationship.

c. Asignificant transaction is made.

d. There are material change in the way the account
with the Fl is operated or material changes in the
manner of conducting business relationship.

e. The documentation standards change
substantially.

f. The Fl has doubts about the veracity or adequacy
of previously obtained customer due diligence
information and documents.

g. CDD must be conducted on an existing customer
when items (b) to (f) above are encountered.

h. Carrying out one-off or occasional transactions
above QR 55,000 (fifty five thousand Qatari
Riyals) or equivalent in foreign currencies at the
relevant time.

i. Carrying out wire-transfers above the prescribed
threshold limit.

j. There is a suspicion of money laundering or
terrorist financing.

14.8 Circumstances when CDD may be completed at
a later stage

Verification of identity for CDD purposes can be
completed at a later stage as per the provisions of Article
25 of Law 4 of 2010, where:

1. This is necessary in order not to interrupt the
normal conduct of business.
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2. There is little risk of money laundering or
terrorist financing and these risks are effectively
managed.

3. The CDD process under Article 25 of Law 4 of
2010 is completed as soon as practicable after
contact is first established with the customer.
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15. Customer Identification Documentation

15.1 General requirements of Customer
Identification Documentation

1. Flshould ensure that the customer identification
documentation should relate to customer as a
physical person and the nature of customer’s
economic activity.

2. Flshould make and keep a record of all customer
identification documentation that is obtained during
the customer due diligence measures and on-going
monitoring of a customer’s business relationship.

3. FlI must make and keep record of how and when each
of the steps of CDD measures for a customer was
satisfactorily completed. This should be applied in
relation to a customer irrespective of the nature and
risk profile of the customer.

4. In order that the FI mitigate the risks associated with
ML/TF by using the business relationship and co-
mingle proceeds of criminal activity with legitimate
economic activity in order to disguise the origin of
these funds, FI must address them by:

a. ldentifying sources of customer’s income and
wealth and establish that such sources are not
from criminal activity, the Fl will be in a position
to establish risks arising from customer and
jurisdiction.

b. Identify the purpose and intended nature of
business relationship, by establishing that Fl can
monitor the transactions on a real time basis and
ensure that they correspond to the transactions
intended under the business relationship. When
the assessment identifies variances between the
actual transactions conducted under the business
relationship and the stated purpose and
intended nature, then the Fl should ensure and
satisfy itself that they are not intended for ML/FT
purposes.

c. When an Fl is not satisfied about the variation in
the intended transactions, Fl should consider
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making a STR to FIU.

15.2 Customer ldentification Documentation

The Fl should maintain the following documents as
minimum requirements for the following types of
customers:

1. Individuals

Customer identification data should include customer’s
full name, permanent address, telephone number,
profession, work address and location, nationality, ID
number for Qataris and residents (passport number for
non-residents), date and place of birth, name and
address of sponsor, purpose of business relationship,
names and nationalities of representatives authorized to
access the account.

2. Legal Entities

Customer identification data should include legal entity's
name (company/institution), CR data, type of activity,
date and place of establishment, capital, names and
nationalities of authorized signatories, telephone
numbers, address, purpose of business relationship,
expected size of business, name and address of individual
institution’s owner (in case of individual institution),
names and addresses of joint partners in case of joint
ventures, names and address of shareholders whose
shares exceed 10% (ten percent) of the capital of joint
stock companies.

3. Holding Companies

In case of legal entities having multi-layered ownership
and control structure, FI must obtain the ownership and
control structure at each level and document the same,
apart from the verification requirements applicable to
legal entities.

4. Unincorporated partnership

When a legal entity is an unincorporated partnership or
association, the identity of all partners/ directors must be
obtained and verified.

5. Partnership

In case the entity is a partnership with formal partnership
agreement, Fl must obtain the mandate from the
partnership on:

1. Authorizing establishing relationship with the Fl,
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2. Empowering persons on behalf of the
partnership,

3. Authority to operate accounts.

6. Trusts, Clubs and Society

All requisite customer identification documents should
be obtained by the FI.
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16. Enhanced CDD and on-going monitoring
16.1 General requirements for enhanced CDD & on-
going monitoring

1. Flshould conduct enhanced CDD measures and
enhanced on-going monitoring in cases where it is
required under the provisions of Law or regulations,
or when there is a perception of high risk of money
laundering or terrorist financing.

2. Generally, enhanced CDD should be applied for the
following categories:

a. Non-face-to-face business and new technologies.
b. Politically Exposed Persons.

c. Correspondent banking relationships.

d. Bearer shares and share warrants to bearers.

e. Charities, clubs and societies.

f. Jurisdiction risks (mainly impaired international
cooperation, non-cooperative and sanctioned
jurisdictions and jurisdictions with high
propensity for corruption).

3. Flshould, in addition, apply enhanced CDD on:

a. Non-resident customers - The following
measures should be observed while applying the
identification procedures:

(i) Identify the purpose of the business
relationship,

(ii) Verify the validity of the entry visa initially
while initiating business relationship,

(iii) Obtain a copy of the Passport,

(iv) Obtain a copy of the memorandum of
association in case of legal entity, certified by
the competent authorities in the country of
origin or the embassy of country of origin in
the State of Qatar,

(v) Obtain a copy of the CR or registration
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documents certified by the competent
authorities in the country of origin or the
embassy of the country of origin in the State
of Qatar.

b. Politically Exposed Persons.

c. On customers belonging to countries that do not
apply FATF Recommendations appropriately,
risks will be greater when the customer belongs
to a country that is subject to sanctions imposed
by the UN or a country that does not apply
sufficient legislations in terms of combating
money laundering and terrorist financing or
which is known to be affected by criminal
activities, such as drug trafficking. Under such
cases, apply enhanced CDD on customers coming
from those countries and constantly and
accurately monitor their accounts. FI must assess
and document risks of ML/FT from different
jurisdictions with which their customers are
associated. The intensity of CDD should be
commensurate and proportionate to the
perceived or potential risk from the jurisdiction.

d. Flshould also pay special attention to any
dealings with the entities or persons who are
domiciled in countries which are identified by
FATF as being "non-cooperative”. Whenever,
transactions with such parties are carried out
which have no economic or visible lawful
purposes apparently, the background and
purpose of such transactions should be re-
examined and finding documented by the Fl and
in case of reasons to believe that the transactions
are related to ML/TF, this information should be
submitted to the FIU.

e. Third Party reliance for CDD.
f. Interface or delivery channel risks.

g. Private banking services - Drawing appropriate
policies and analyzing the product risks, taking
into consideration the nature of those services.
Factors may include:

(i) Determine the purpose of the private
banking service application.

(ii) Development of the business relationship
between the bank and the customer to
whom the service is offered.

iYL il Ll o haall e bl SY) Jasais J)saY)
Gl gy (VA 038 b5 <l 3l 5 e Jie Al 2!
U0 oY) e Slaad) o sadiiall Zoa) o) Alall s
o5 3805 Halue JSy agillisa 48 je g LaS o3¢S
sy 1 sa¥1 ot Sllie (35 555 ol Al Al
058 ) Al Galiaia¥l i s (e dgliall Cila LY
Aiad) 5l 835 0 5S5 O s Les Cdasi e L 50l
S Jainal) o salall Hladll e danliie s AaiSe daal 5l
oabaidl 5 il Al

A lelad Y Gala alaia) o3 A0l ddasal) e cany o
lgiiha J 53 8 O saihy (o) alal) ol LS e
s s "Lglate 2" L ol Jaall de pane
e 058 o 00 (e Onfilan Gl hal e COalae Cilias
Llisal) e cay daual gde g i ol dualatl () 2]
Of S dgile 5 COlbaall oda dgila i Sl sale) AW
e bl aga g dla 8 o3 kil sale) dilee il (345 55
gai g ) sy Jsay Adasi o S laall G Saie ) )
Gila slaall Bas 5 ) il glaall o2a 28 5 Cany e oY)
FRA|

Aoal gl lal) L oLy Gk e slie )
Al o) ansy iy sialdl) i pead) clerdll
Y @L JL)&‘-Y\ ‘_é ;\'ASY\ & ‘G_'"\.'\.A\ JL\;A d'.glaﬂj
tob Lo e i o Gangy )5 ccilanal)
Aalal A jead) Cladal) Gulad G (il aas (1)

il 53 Jsaall g Capeadl) o Janll 8 k3 (2)
Aaaal

AML/CFT Regulations

Page 46 of 59




17. Simplified Customer Due Diligence

17.1 General Requirements for simplified CDD
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g. Simplified CDD should not be applied by Fl if it
knows, suspects, or has reason to suspect, that
the transaction are linked and intended to
exceed the threshold specified under item
17.1.2(d) above.

18. Reporting g3y .18

AML/CFT Regulations

Page 47 of 59




18.1 General Reporting Requirements

Any unusual or inconsistent transaction by a customer’s
known legitimate business and risk profile, by itself does
not make it a suspicious transaction. In this regard a Fl
has to consider the following:

1. Whether the transaction has no apparent or
visible economic or lawful purpose,

2. Whether the transaction has no reasonable
explanation,

3. Whether the size and pattern of transaction is
not similar to the earlier pattern or size of same
or similar customers,

4. Whether the customer has failed to furnish
adequate explanation or information on the
transaction,

5. Whether the transaction is made from a newly
established business relationship or is a one-off
transaction,

6. Whether the transaction involves use of off-
shore accounts, companies etc. that are not
supported by the economic needs of the
customer,

7. Whether the transaction involves unnecessary
routing of funds through third parties,

8. The list of possibilities is only indicative and Fl
may consider any other relevant issue to assess if
the transaction is in the nature of unusual or
inconsistent.

18.2 Internal Reporting requirements

Fl should have clear and effective policies,
procedures, systems and controls for internal
reporting of the known or suspected instances of ML
& TF,

These policies, procedures, systems and controls for
internal reporting should enable the Fl to comply
with the AML/CFT Law, regulations and also enable
prompt making of internal suspicious transactions
report to the Money Laundering Reporting Officer.

The Fl should ensure that all officers and employees
have direct access to the FI's Money Laundering
Reporting Officer and also that the reporting
hierarchy between the officers and employees are
short.
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4. All officers and employees of the Fl are obligated to
report when they have reasonable grounds to
suspect that funds channeled through the Fl are
proceeds of criminal conduct or related to TF or
linked, related to or are to be used for terrorism or
terrorist act or by a terrorist organization.

5. The officers and employees of Fl should promptly
make an internal STR to the Money Laundering
Reporting Officer. On making such an internal STR to
Money Laundering Reporting Officer, the officer or
employee should promptly report all subsequent
transactions details of the customer until required by
the Money Laundering Reporting Officer.

6. Such internal STRs to Money Laundering Reporting
Officer should be irrespective of amount of
transaction.

18.3 Obligation of Money Laundering Reporting
Officer on receipt of internal reports

On receipt of the internal reports from the officers or
employees of FI, Money Laundering Reporting Officer
should:

1. properly and appropriately document the report,

2. furnish a written acknowledgment to the officer
or employee, together with a reminder of the
provisions relating to tipping off,

3. consider the internal report in the light of all
other relevant information available with the FI
and decide whether the transaction is suspicious
and furnish a notice to the officer or employee of
the decision of the Money Laundering Reporting
Officer.

18.4 External Reporting requirements

1. Flshould have clear and effective policies,
procedures, systems and controls for reporting all
known or suspected instances of ML or TF to FIU.

2. These policies and procedures of Fl should be able to
comply with AML/CFT Law and regulations in relation
making of STRs to FIU promptly and speedily, and
also to cooperate effectively with the FIU and law
enforcement agencies in relation to STRs made to
FIU.

18.5 Obligation of Fl to report to FIU

1. Flis statutorily obligated under the provisions of Law
4 of 2010 to submit a report to FIU according to the
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reporting forms and instructions issued by FIU.

2. When Fl is aware, suspects or has reasonable
grounds to know or suspect that funds are proceeds
of criminal conduct, or related to TF or linked or
related to, or are to be used for, terrorism, terrorist
acts or by terrorist organization, Fl is obligated to
make a report to FIU.

3. The Fl should immediately make a STR to FIU and
ensure that any future or proposed transaction
relating to the report does not proceed without
consultation with FIU.

4. The STR to FIU should be made by the Money
Laundering Reporting Officer, or Deputy Money
Laundering Reporting Officer of FI (Refer to item
7.2.8 and 8.4 above).

5. Fl should make STRs to FIU as given under item
18.5.2 above, irrespective of the fact that an internal
STR has been made under the requirements of item
18.2 above to the Money Laundering Reporting
Officer, or irrespective of the amount of transaction.

18.6 Matters to be included in the Report
The report to be made to FIU should include:

1. Facts or circumstances on which the FI's knowledge
or suspicion is based, and

2. the grounds for FI's knowledge or suspicion.

18.7 Obligation on part of Fl not to destroy records
relating to customer under investigation

1. When Fl makes a STR to FIU in relation to a
customer, such customer is bound to be under
investigation and surveillance of law enforcement
agencies in relation to AML/CFT.

2. Under such circumstances where Fl has made a
report to FIU and the customer is under
investigation, the Fl should not destroy any records
relating to the customer or business relationship
without consulting FIU.

18.8 Restricting or terminating business relationship
of customer under investigation

As a commercial practice, the FI may restrict or terminate
the business relationship with a customer after the Fl has
made a STR to FIU. However, before restricting or
terminating the business relationship, the Fl should:
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1. Consult FIU in the matter, and

2. Such action should not inadvertently result in
tipping-off the customer.
18.9 Records to be maintained by Money

Laundering Reporting Officer

The Money Laundering Reporting Officer should make
and maintain records relating to:

1. Details of each of the internal STRs received.
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2. Details relating to Obligations of Money Laundering 3.18 5 Al G,
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3. Details of each STR made to FIU. Al e sl

19. Tipping off 4pdil) 19

19.1 Fl to ensure no tipping off occurs

1. Tipping off is prohibited under the provisions of
Article 39 of Law 4 of 2010.

2. Flshould ensure that its officers and employees are
aware of and sensitive to the issues surrounding and
consequences of tipping off.

3. Flshould have policies, procedures, systems and
controls to prevent tipping off.

4. In case Fl believes or has reasonable grounds to
believe that a customer may be tipped off by
conducting CDD measures or on-going monitoring,
the Fl should make a STR to FIU instead of conducting
CDD measures or monitoring.

5. When a FI makes a STR to FIU based on item 19.1.4
above, the Money Laundering Reporting Officer
should make and maintain record to the effect to
demonstrate the grounds for belief that conducting
CDD measures or on-going monitoring would have
tipped off the customer.

19.2 Internal measures to safeguard information
relating to STRs

1. Flshould take all reasonable measures to ensure
safeguarding information relating to internal STRs.

2. In particular, Fl should ensure that information
relating to internal STRs are not disclosed to any
person, other than members of Board of Fl, without
the consent and permission of the Money Laundering
Reporting Officer.

3. The Money Laundering Reporting Officer should not

LI La5all 8 (30 Juasd) 405 1,19

39 salall alSal o gar ) shane 48 e gm g 4dly Jpeall i o)) 1
2010 4 4 &8 ) o Al (g

Cnila pall 5 (g msall OF (g S G el Aazall ey 2
Apil) 8l e g 4l ddapaall Jlisal) dpulisad (S )20 Led

Lalai¥ 5 e ya Yl s clulud) aua s A0l Augall e a3
Al Jpan 50 Jsad A Jayl suall

Lgndi 4 gina ol Laal IS 5 Al Al gall coiie) Js 3 4
Aaad ol Agliall ulas BAS) VA (pe 4l 38 Jaaal) 4 Sliie ) )
Alaally 185 2085 () Lgale cany el 8T pabusall ) yall
Al s MRS (e Y Jallal) il glaall Bas g ) R gaiiall
5 Sl A yal) gl Aual I

&5 A guiial) dlaally 5o 85 daely dlle Al e o 58 Laie 5
O (4) 2 e slaie VU Al e slell 3 5 )y il
Jisa¥l due o E3UY) Jsppe le g olel 1,19 3841
S Al Gl leda) Jal e dsuliall el Jada g alac)
CuilS 8 il A8 yall gl Aual ol AUal) pulas AN (L alsie )
Srend) 4t ) (6355

Clalanlf o lEL ABlaiall cila glral) dbas s o) 2,19
Auda)al) An gadial)
O SELA goaall Sile ) jaY) e Ja) el Al gall e iy 1
Aalaal) A gadidl clilaal) s ALt Gl glaall dulea
Glaslaa (e Zladl) axe o U I Al e cany 2
O3 (e padd (Y Al da sl Clleall a5 Alalie
Al A gall 3 10) Gulae

1 A8 ) i YT 1Y) Jue e £3Y) e e ana .3
A sadiall cilileal) 8 Alatd) Cilesledll e 2Ll (3Y)

AML/CFT Regulations

Page 51 of 59




accord permission or consent to disclosure of
information relating to internal STR to any person,
unless Money Laundering Reporting Officer is
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4. Whenever the Money Laundering Reporting Officer A
consents to disclose the information relating to
internal STR, Money Laundering Reporting Officer
should make and maintain a record.
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appointment or employment, should ensure to:

a. Obtain and confirm references about the
individual,

b. Confirm the employment history and
qualifications,

c. Seekinformation or details about any criminal
convictions, regulatory action if any, and verify
the same,
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d. Take appropriate and reasonable steps to
confirm accuracy and completeness of the
information obtained by the Fl for screening
purposes.

20.2 AML/CFT Training programme

1. Flshould identify, design, deliver and maintain an
appropriate and adequate on-going training
programme on AML/CFT for its officers and
employees.

2. The training programme should envisage that the
officers and employees of Fl understand:

a. thelegal and regulatory responsibilities and
obligations under AML/CFT Law and regulations,

b. their role in preventing ML and TF and the
liability devolving on officers and employees and
Fl due to their involvement in ML or TF and
failure to comply with AML/CFT Law and
regulations,

c. the FI's management of ML & TF risks, role of
Money Laundering Reporting Officer, importance
of CDD measures and on-going monitoring,
threats of ML & TF, typologies of ML & TF,
methods and trends, vulnerabilities of the
products offered, recognition of suspicious
transactions, processes and procedure of making
internal STRs, etc.

3. While considering the training needs, Fl should
consider issues like, existing experience, skills and
abilities, functions and roles intended, business size
and risk profile of FI, outcome of earlier training and
needs envisaged, etc.

20.3 Maintaining and reviewing training

1. FI's AML/CFT training should be on-going to ensure
that the officers and employees maintain the
AML/CFT knowledge, skills and abilities and keep
these up-to-date and in line with the new
developments, including latest AML/CFT techniques,
methods and trends.

2. Flshould carry out review of training needs at regular
intervals in order to ensure that the objectives
envisaged above are met.

3. The Board of Fl should consider the outcome of each
such review. Whenever the review identifies
deficiencies in AML/CFT training requirements, the FI
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should prepare and approve an action plan to
remedy the identified deficiencies in a timely
manner.
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21.

Documents, Record Keeping and Retention

Fl must keep and maintain all documents and records
related to the following at least for a minimum
period of mentioned below:

a. Financial Institution should maintain all
necessary records on transactions, both domestic
and international, for a period of 15 years
(fifteen years) following the completion of the
transaction. This is regardless of whether the
account or business relationship is ongoing or
has been terminated.

b. Regarding the accounts opened for natural
persons or legal entities or other banks and
financial institutions, documents and records
related to those accounts should be kept for a
period of 15 years (fifteen years) at least starting
from the date of closing the account.

c. Regarding the transactions executed for
customers who do not hold any account at the
bank or financial institution (occasional
customers), documents and records related to
any transaction should be kept for a period of 15
years (fifteen years) at least from the date of
executing the transaction.

d. Regarding unusual and suspicious transactions,
records should be kept for a period of 15 years
(fifteen years) at least or until a judgment, in case
of any judicial involvement or final decision is
rendered with regard to the transaction,
whichever is longer.

e. Records relating to lack of originator information
due to technical limitations during wire transfer
as given at item 11.9.3.4 should be retained for 5
years (five years).

f. Training records should be retained for a period
of 5 years (five years).

g. Retrieval of records — The records and
regulations relating to AML/CFT should be able
to be retrieved without undue delay.

Fl should update these data periodically and ensure
that the judicial authorities and competent
authorities entrusted with the enforcement of
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AML/CFT Law have timely access to these documents
and records, as and when necessary.

22. Internal and External Auditing

1. The internal auditing function should review the
effectiveness of the procedures and control systems
applied in respect of AML/CFT on an annual basis by
the Fl for its branches and subsidiaries inside and
outside the State of Qatar. All appropriate actions
should be taken to fill any gap or update and develop
the said procedures and systems to ensure their
effectiveness and adequacy.

2. The external auditor should, among other functions,
ensure that the Fl applies these regulations and
verify the adequacy of the policies and procedures
applied by the Fl in this regard. It should also include
the results of such review in the management letter
and inform QCB immediately of any major violation
of these regulations.
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23. Sanctions

Sanctions relating to AML/CFT shall be applied as per the
provisions of Law 4 of 2010.
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24. Approved Forms to be used

QCB would approve the forms that are required to be
completed for the purposes of AML/CFT Law according to
these regulations.
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25. Regulations effective from

The present regulations will come into force as on the
date of issue and all other regulations on AML/CFT for
financial institutions are cancelled.

345l ja Jay) gadal) g cilaghadl) Jsda 25
la Y Jsai s J) ) Je dndlSay Aalaiall (5 AY) Chlaalaill 488
Al il sally dalall

APPENDIX

A. Miscellaneous Issues for Guidance

1. Processes of Money Laundering

There are three stages of Money Laundering as under:

1. Placement —involves introduction of illegally
obtained funds into the financial system, usually
through Fl. This is achieved through cash
deposits, purchase of financial instruments for
cash, currency exchange, purchase of security or
insurance contracts, check cashing services, cash
purchases or smuggling of cash between
countries.
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2. Layering — usually consists of a series of
transactions, through conversions and
movements of funds, designed to conceal the
origin of funds. This may be accomplished by
sending wire transfers to other banks, purchase
and sale of investments, financial instruments,
insurance contracts, phony or bogus investments
or trade schemes etc.

3. Integration — which involves re-entering of funds
into legitimate economy. This is accomplished
through the purchase of assets,
securities/financial assets, luxury goods,
investments in real estates or business ventures.

2. Money Laundering Through Cash Transactions

1. Large cash deposits not in line with the
customer’s type of business or occupation.

2. Numerous cash deposits of small amounts (which
is known as structuring or smurfing) in order to
avoid detection.

3. Cash deposits followed by a transfer (wire
transfer, bank check etc.)

4. Structured cash payments for outstanding credit
card balances, with relatively large sums as
payments.

5. Depositing cash through multiple deposit
coupons, in such a manner that each deposit
operation is performed separately in small
amounts so not to draw attention of authorities,
but when calculated together the total deposits
would reflect a huge amount.

6. Constant deposit operations through cheques,
transfers or marketable instruments.

7. Attempts to replace smaller denomination
currency notes with higher denomination
currency notes.

8. Branches showing cash transactions that exceed
the usual limits, in relation to their usual
positions’ statistics.

9. Large cash deposits through electronic deposit
systems, to avoid any direct contact with the
officers of the banking and financial institutions.

3. Money Laundering Through Banking Accounts

Such transactions would be usually undertaken as under:
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1. Customers wishing to maintain a number of
regular accounts and trust fund accounts while
depositing large amounts of cash money in each
of them and the nature of their activity does not
correspond to the size of amounts deposited.

2. Cash settlement between external payments
(payment orders, transfers) and the customer’s
balances on the same or previous day.

3. Deposit of cheques in large amounts by third
parties endorsed in favor of the customer.

4. Large cash withdrawals from an account that was
previously inactive, or from an account which
was fed with unusual large amounts from
outside.

5. Multiple deposits by a large number of
individuals into one account, without any clear
explanations or clarifications.

4. Money Laundering Through Financial Transaction
Associated With Investment Activities

It would as follows:

1. Loan/deposit transactions with subsidiaries or
affiliates of Fls located or operating in areas
known to be affected by ML/drug trafficking etc.

2. Applications submitted by customers for
purchase or sell investments or services (whether
foreign currencies or financial instruments) with
obscure source of funds, or sources that do not
correspond with their apparent activity.

3. Llarge cash settlements for purchase or sale
operations of securities.

5. Money laundering through cross-border activities
It may be represented in the following forms:

1. Customer introduced to the bank by an external
financial institution located in a country known
to be affected by criminal drugs production and
trafficking.

2. Customers paying/ receiving regular large
amounts in cash or by fax or telex transfer,
without any indications to the legitimate sources
of those funds, or customers connected to
countries known to be affected by drugs
production or trafficking or in relation to the
prohibited terrorist organizations, or countries
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offering opportunities for tax evasion.

3. Incoming or outgoing transfer operations
executed by a customer without using any of his
accounts at any bank.

4. Constant and regular withdrawal/ deposit of
cheques issued in foreign currencies or travel
cheques into the account of the customer.

B. Typologies

The various techniques or methods used to launder
money or finance terrorism are generally referred to as
typologies. Typology study is a useful tool to examine and
provide insight and knowledge on emerging trends and
threats and ways to mitigate them. Fl should update the
new typologies applicable to its area of business. Such
information is available from FATF and MENA FATF web-
sites.

Some of the examples are as under:

1. Alternative remittances channels (hawala,
hundi etc.): are informal mechanisms based on
network of trusts used to remit money. These
often work parallel to the established banking
channels. This system is exploited for ML & TF
to move money without detection and obscure
identity.

2. Structuring or smurfing: which involves
numerous transactions like deposits,
withdrawals, transfers, often involving various
people, with high volume of small
denomination transactions and numerous
accounts to avoid transgressing the threshold
limits or reporting obligations.

3. Currency exchanges/ cash conversion: through
usage of travelers cheque or extensive usage of
exchange house.

4. Cash couriers/ currency smuggling: concealed
movement of currency across border.

5. Purchase of valuable assets: criminal proceeds
are invested in high value good like real estate,
shares, gold etc.

6. Use of wire transfers.

7. Trade based ML: involving invoice
manipulations and using trade financing routes
and commodities.

8. Mingling: by combining proceeds of crime with
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legitimate business monies.

9. Use of shell companies: used to obscure the
identity of persons controlling funds.

C. Guidance by International Bodies

1.
2.

FATF Recommendations - See www.fatf-gafi.org

Basel Committee: Statement on Money Laundering
and Customer Due Diligence for banks — December
1988 and October 2001 — see www.bis.org/publ

Other websites for relevant AML/CFT information:

a. Middle East North Africa Financial Action Task
Force — www.menafatf.org

b. The Egmont Group — www.egmontgroup.org

c. The United Nations — www.un.org/terrorism

d. The UN Counter-Terrorism Committee —
www.un.org/Docs/sc/Committees/1373

e. The UN list of designated individuals —

www.un.org/Docs/sc/committees.1267/1267List

Eng.htm

f. The Wolfsberg Group — www.wolfsberg-
principles.com

g. The Association of Certified Anti-Money
Laundering Specialists — www.acams.org

h. Qatar Financial Information Unit —
www.dfiu.gov.qa
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